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Abstract: This paper presents the findings of a knowledge sharing and information security literature
review and identifies an interesting research gap in the intersection of the two practices.

In a fast changing environment where there is increasing need to understand customers’ demands
and competitors’ strategies (Lin et al, 2012), knowledge sharing is recognised as an essential activity
for organisational success (Wasko and Faraj, 2005; Renzl, 2008). Organisations continuously aim to
exploit existing knowledge, seek new ways to improve and increase knowledge sharing activities, as
well as to identify and reduce possible knowledge sharing barriers. However, albeit the integral role
and benefits of knowledge sharing having been widely recognised, the security or protection of
knowledge has not received the same level of attention. Although the importance of protecting
knowledge has been stressed by some researchers (e.g. Gold et al, 2001; Desouza and Awazu, 2004;
Desouza 2006; Ryan, 2006), research into the ‘softer’ or the human behaviour aspects of knowledge
protection is scarce.

Information security is another field that has grown tremendously and is now a globally recognised
discipline (Gifford, 2009) receiving attention from academics and practitioners (Wiant, 2005).
Information security measures aim to prevent the loss or leakage of an organisation’s valuable
information and manage the resulting cost of any loss. Despite organisations’ investments in
prevention measures, information security breaches are still common where humans are often seen
as the weakest link and ‘incorrect’ human behaviour as the most common point of failure. However,
much of the research carried out to prevent information security breaches focuses on technical facets
(Gordon and Loeb, 2006; Coles-Kemp, 2009).

From the literature review, it is evident that knowledge sharing and information security have become
well-established concepts in academia and within organisations. However, the middle ground
between these two equally important, and adjacent, practices, has received inadequate attention.
Knowledge sharing aims to encourage individuals to share knowledge with colleagues, organisational
partners and suppliers; on the other hand, information security initiatives aim to apply controls and
restrictions to the knowledge that can be shared and how it is shared.

This paper draws attention to the perceived paradoxical nature of knowledge sharing and information
security and raises awareness of the potential conflict that could compromise the protection of
knowledge, or alternatively, reduce the openness of knowledge sharing.
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1. Introduction

Organisations pay particular attention to knowledge management as knowledge forms an integral
intangible asset facilitating organisational success and competitive advantage (Mueller, 2012).
Advancing tremendously, knowledge management research has focused primarily on recognising,
capturing, and the sharing of knowledge for improvement and innovation (Ryan, 2006). Knowledge
sharing underpins the success of knowledge management initiatives (Wang and Noe, 2010) and has
been recognised as a vital activity for organisational success (e.g. see Wasko and Faraj, 2005; Renzl,
2008). However, whilst focusing on exploiting and maximising the value of knowledge, research into
knowledge protection has been lacking (Desouza, 2006).

Information security has also now become a globally recognised discipline (Gifford, 2009) within
organisations and academia. Affecting individuals in organisations on a daily basis (Albrechtsen,
2007), information security measures aim to manage the loss of information and the subsequent cost
of that loss (Winkler, 2011) by protecting the confidentiality, integrity and availability or accessibility of
information (Grama, 2010; Gifford, 2009; Kim and Solomon, 2010). Despite the fundamental role of
human awareness and behaviour in making information security practices successful being
acknowledged by various researchers (e.g. Coles-Kemp, 2009; Albrechtsen, 2007; Bishop, 2006;
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Stanton et al, 2005), literature has mainly focused on technical or formal aspects such as
technologies, access controls and policies (Coles-Kemp, 2009).

Albeit the widespread recognition and implementation of the two practices, the middle ground
between knowledge sharing and information security is an area that has been overlooked.
Furthermore, there could be a paradox between knowledge sharing and information security practices
(Desouza, 2006; Ryan, 2006) as one practice aims to encourage sharing of knowledge whereas the
other tries to control the sharing through security measures. The following two sections comprise a
literature review of knowledge sharing and information security, including a discussion of definitions,
purposes and factors affecting each practice. Following this, we identify the middle ground between
the two practices where a potential conflict of interest may exist and, finally, present the research gap.

2. Knowledge sharing

Christensen (2007) defines knowledge sharing as a process that exploits existing knowledge by
identifying, transferring and applying it to solve tasks better, faster and cheaper. It is the essential
mechanism through which employees apply their knowledge and contribute to an organisation’s
innovation (Jackson et al, 2006), but happens at the willingness of the individual (Gibbert and Krause,
2002). Huysman and De Wit (2002) claim that knowledge sharing is the foundation for organisational
learning yet Hendriks (1999: 92) argues that “in a strict sense, knowledge cannot be shared” as it is
entwined with a knowing subject, thus, certain prior knowledge is required to reconstruct and acquire
knowledge.

Terms such as ‘knowledge transfer’ and ‘knowledge exchange’ are also sometimes used for referring
to knowledge sharing (Foss et al, 2010) and bring ambiguity e.g. O’Dell and Grayson (1998), Inkpen
and Tsang (2005), and Wasko and Faraj (2005) Cabrera et al (2006), Christensen (2007) and Haas
and Hansen (2007).

Though these definitions and perspectives of knowledge sharing vary in many respects, they do share
similar core concepts such as, using existing knowledge within the organisation to solve problems,
generating new learning, and empowering the organisation for innovation.

2.1 Important factors in knowledge sharing

Knowledge sharing is a behaviour of choice (Ajzen, 1991; Gagné, 2009), thus, there are factors
discussed by researchers (e.g. Hendriks, 1999; Bock and Kim, 2002; Lin, 2007; Gagné, 2009; Wang
and Noe, 2010) that can motivate or hinder this behaviour. Alternatively, Riege (2005) has reviewed
extensive knowledge sharing literature and identified three categories of barriers to knowledge
sharing, including, individual factors (e.g. lack of trust and fear of loss of power,), organisational
factors (e.g. lack of leadership and lack of appropriate reward systems,), and technological factors
(e.g. inappropriate systems and lack of training).

This literature review also highlights three categories of factors affecting knowledge sharing; human
factors, technological factors and organisational factors.

2.1.1 Human factors

According to Reagans and McEvily (2003), social connection with the knowledge receiver is likely to
motivate the knowledge owner to share knowledge. However, a study by Thomas-Hunt et al (2003)
found that socially isolated members made greater contributions than socially connected members,
and, their contributions were better acknowledged by others. Phillips et al (2004) also found positive
congruence between social connections and effective group performance, but this was not the case in
larger groups as it led to divisions and formation of sub-groups.

Trust between individuals is a fundamental principle of an effective social exchange (Blau, 1964), thus,
trust improves an individual's motivation to supply useful knowledge (Tsai and Ghoshal, 1998), and
accept the knowledge given by others (Mayer et al, 1995). Contrariwise, Bakker et al (2006) argue
that, while the presence of high levels of trust does not necessarily increase knowledge sharing, a
lack of trust may inhibit individuals’ knowledge sharing motivation.

Cabrera et al (2006) explain that individuals may share knowledge by the perceived rewards
associated with it, and according to Yao et al (2007), a lack of incentives can be a knowledge sharing
barrier. Opposing arguments claim that extrinsic reward schemes can become a knowledge sharing



barrier and have a counter-effect on existing intrinsic practices and motivations (Huber, 2001;
Robertson and Swan, 2003).

The concepts of ‘knowledge hiding’ and ‘knowledge hoarding’ have also been highlighted as possible
barriers to knowledge sharing. Knowledge hiding, according to Connelly et al (2011: 65), is “an
intentional attempt by an individual to withhold or conceal knowledge that has been requested by
another person”. ‘Knowledge hoarding’ on the other hand, is when an individual accumulates
knowledge that may or may not be shared in the future (Hislop, 2003) and can be caused by
competition (Hansen et al, 2005). Both concepts can be characterised as a category of possible
knowledge withholding behaviours (Connelly et al, 2011).

2.1.2 Technological factors

Ruddy (2000) asserts that technology combined with cultural or behavioural awareness is essential
for effectively sharing knowledge. Knowledge Management Systems (KMS) are specifically
implemented for documenting, distributing and transferring of knowledge between employees
(Voelpel et al, 2005). However, research on knowledge sharing technologies has mainly focused on
explicit and formal types of knowledge (Oshri et al, 2008), whereas a significant amount of
organisational knowledge is shared informally and sometimes requires informal systems (Davison et
al, 2013).

Despite the benefits of such technologies, knowledge sharing can become challenging for people if
there is a lack of integration of technological systems and processes, shortage of technical support, a
gap between what individuals require and what the systems provide, and a lack of familiarity and
training on systems (Riege, 2005). Further, unrealistic expectations of employees in relation to the
technology’s capability (Riege, 2005) or the technology being too complex (Babcock, 2004) also have
a negative impact on knowledge sharing.

2.1.3 Organisational factors

Martiny (1998) claims that change must be driven by management in the form of clear support and
employees will share knowledge if they feel that it is desirable and expected by management. This
argument is supported by studies such as Connelly and Kelloway (2003) and Cabrera et al (2006). A
lack of support and direction from management can inhibit knowledge sharing (Riege, 2005), however,
Mueller (2012) argues that, since knowledge sharing is not recognised as a formal activity,
management should not interfere with informal processes and leave this responsibility for employees.

3. Information security

Information security has become a globally recognised discipline (Gifford, 2009) and is one of the
various requirements of an employee’s working day (Albrechtsen, 2007). According to Winkler (2011),
information security is concerned with managing the loss of information and the subsequent cost of
that loss, yet a more common definition is about protecting the confidentiality, integrity and availability
or accessibility of information (Gordon and Loeb, 2006; Grama, 2010; Gifford, 2009; Kim and
Solomon, 2010).

Information security cannot be achieved by technologies alone, thus, policies and procedures play an
important role (Von Solms, 2001; Bishop, 2006; Coles-Kemp, 2009; Klaic and Hadjina, 2011).
Although, in order to make them work, a human perspective on information security is fundamental
(Coles-Kemp, 2009; Albrechtsen, 2007; Stanton et al, 2005). Where correct and constructive human
behaviour can enhance the effectiveness of information security, incorrect and negative behaviour
could inhibit it (Stanton et al, 2005).

3.1 Information security threats and measures

Despite organisations implementing prevention measures, information security breaches are common
(Gordon and Loeb, 2006). PricewaterhouseCoopers (2013), stated 93% of large and 87% of smaller
organisations reported facing security breaches. Gordon and Loeb (2006) stress that organisations
must have the ability to detect and rectify information security breaches, however, in reality, even well
established organisations that have disaster response measures in place, still suffer significantly from
such breaches (Anderson, 2003).

Information is exposed to technologies, people and processes (Posthumus and Von Solms, 2004),
which is why, unsurprisingly, the majority of serious information security breaches take place due to
failure from a combination of these (PricewaterhouseCoopers, 2013). Technologies can never be



resistant to attack so information security needs to be a multi-layered approach (Smith, 2013). Yet
majority of the research carried out to prevent information security breaches focuses on mainly
technical measures (Gordon and Loeb, 2006) despite the widespread acknowledgement of humans
being the weakest link in information security (e.g. Stajano and Wilson, 2011; Spears and Barki,
2010).

3.1.1 Human related threats and prevention measures

Marks and Rezgui (2009) assert that most security managers focus primarily on technical facets and
solutions, yet research strongly suggests that non-technical aspects are equally as important
(Siponen and Oinas-Kukkonen, 2007; Dhillon and Torkzadeh, 2006). Further, according to KPMG's
(2012-2013) security survey, the most common point of failure in information security is human
behaviour - despite the recognition of human input being essential in the success of information
security initiatives (e.g. Albrechtsen, 2007; Bulgurcu et al, 2010).

Dhillon and Backhouse (2000) claim that most security breaches are caused by existing employees,
possibly due to a lack of employee integrity, whereas Shropshire (2009) believes it could be due to
personal hardships or vengeance. However, in many cases the breaches are not planned with
malicious intent, but are rather unintentional, accidental or out of the involved party’s control
(Shropshire, 2009). Stajano and Wilson (2011: 70) argue that “security engineers only thought about
their way of protecting the system, not about how real users would react to maliciously crafted stimuli”.

Siponen (2001) argues that information security awareness should form an integral part of the general
knowledge of individuals - where anyone who sees information as an important asset, should also be
aware of the potential threats. Awareness and education should be designed to respond to the
cultural variations within organisations (Coles-Kemp, 2009) so that employees focus on working for,
or with security, rather than against it (Furnell and Thomson, 2009).

3.1.2 Technology related threats and prevention measures

Despite being protected by intricate safeguards, systems are frequently vulnerable to attack (Stajano
and Wilson, 2011). Deloitte (2013) reports that, although new technologies provide powerful
capabilities to organisations, the risks introduced by these technologies are evolving at an
overwhelming pace. In particular, Internet related security attacks such as viruses and hacking are
immense and increasing (Herley, 2009), yet, PricewaterhouseCoopers (2013) found that 83% of large
and approximately 75% of small organisations have stored ‘confidential’ or ‘highly confidential’ data
on the Internet. Additionally, many organisations allow their employees to use personal devices to
access organisational systems, emails and data under the ‘Bring Your Own Device’ trend, despite the
growing security risks posed by it (Deloitte, 2013).

Siponen and Oinas-Kukkonen (2007) claim that anti-virus software aims to guarantee the
requirements of confidentiality, integrity and availability are satisfied, however, this alone is insufficient
even if organisations feel ‘protected’ through it (Smith, 2013). Technological information security
solutions impact and frame the users’ behaviour and act as a “foolproof security mechanism” when
they use a system (Albrechtsen, 2007: 277). Such mechanisms may automatically and unnoticeably
prevent users from performing a potentially unsafe action, but it does raise questions about the level
of security awareness and understanding the users of such systems have.

3.1.3 Policy related threats and prevention measures

Ernst & Young (2012) reports that, since 2006, organisations have been forced to implement new
security policies that incorporate the risks arising from new technologies being used in the workplace.
According to PricewaterhouseCoopers (2013), 93% of organisations where a security policy existed
but was poorly understood by the employees, had employee related breaches, whereas in the
organisations where the policy was understood, 47% still experienced staff related breaches. Thus,
having information security policies in place does not guarantee such policies being followed by
employees and the effectiveness of the implementation of these policies becomes disputable.

Information security policy compliance is currently one of the biggest challenges and concerns for
organisations (Al-Omari et al, 2012). Further, an employee’s attitude towards compliance of security
policies may be determined by possible consequences of their experiences, for example, the time and
effort required if they comply or the punishment if they do not (Bulgurcu et al, 2010). Al-Omari et al
(2012) argue that compliance with security policies is influenced by quality of information, facilitating



conditions and habits of employees, whereas Knapp et al (2006) believe it is top management support
that is most influential.

4. Middle ground between knowledge sharing and information security

In section 2, we discussed the importance of knowledge sharing in order for organisations to gain
advantage from their most valuable asset — their knowledge. However, the field of knowledge
management has mostly focused on maximising the value of and exploiting knowledge.
Subsequently, research into protection of knowledge has been lacking (Desouza, 2006). Although,
some researchers have highlighted concerns and aimed to explore the area of knowledge protection
(e.g. De Faria and Sofka, 2010; Desouza, 2006; Ryan, 2006; Holsapple and Jones, 2005; Desouza
and Awazu, 2004; Gold et al, 2001), the research on this topic remains sparse.

In section 3 we discussed how and why organisations implement information security measures to
prevent and manage the loss of their valuable information. It is essential for organisations to secure
knowledge, should they wish to make it a ‘truly competitive resource’ (Desouza, 2006), however,
much of the literature on information security has focused on technical aspects (Coles-Kemp, 2009) —
albeit the integral role of human awareness and behaviour being acknowledged by various
researchers (e.g. Coles-Kemp, 2009; Albrechtsen, 2007; Bishop, 2006; Stanton et al, 2005).

Knowledge Knowledge | |nformation

Management Security Security

Figure 1. Knowledge security (Desouza, 2006: 2)

Despite the widespread recognition and implementation of the two practices, there could be a
paradox between knowledge sharing and information security (Desouza, 2006; Ryan, 2006). Ryan
(2006) discusses the security needs of knowledge management and proposes further research to
help organisations effectively manage the tension between knowledge sharing and knowledge
protection. Ryan (2006: 45) claims that the cause of this conflict is the “intersection of the nature of
innovation and the rewards of innovation”, since innovation requires novel ideas and concepts to be
imagined and shared, but on the other hand, there are needs to protect intellectual capital. Similarly,
Desouza (2006) draws attention to a research space that he calls, ‘Knowledge Security’ (see Figure
1), existing between knowledge management and information security (Desouza, 2006; Desouza and
Awazu, 2004).

Achieving knowledge security is not easy and has various challenges associated with it. Desouza
(2006) argues that, unlike information, knowledge is difficult to visualise and capture, in particular tacit
knowledge that resides in people’s heads, and if this knowledge cannot be visualised, how can it be
managed? There are additional, perhaps greater, challenges that have not been raised by Desouza
(2006) or Ryan (2006). For example, when looking at the possible conflict between the practices of
knowledge sharing and information security, how can organisations find evidence of this clash
existing in practice? Another challenge is identifying the level of knowledge security awareness
amongst individuals and how this affects their knowledge sharing behaviour in the workplace, which
would be a critical early step in identifying how serious an issue, if at all, knowledge security is.

5. Research gap

From our review of the literature, we argue that the research gap of ‘knowledge security’ exists in the
middle ground between the practices of knowledge sharing, rather than the knowledge management
discipline as a whole, as argued by Desouza (2006), and information security. The possible conflict
between knowledge sharing and information security is an area that needs vital exploration before
moving onto the next step of attempting to achieve knowledge security.



Although Desouza (2006) and Ryan (2006) have discussed the existence of this clash and other
researchers (e.g. De Faria and Sofka, 2010; Ryan, 2006; Holsapple and Jones, 2005; Gold et al,
2001) have stressed the importance of ‘knowledge protection’, evidence of this problem in practice
has not yet been presented. Further, from a practical perspective, little research has been carried out
to understand an employee’s behaviour and whether they experience a paradox when attempting to
share knowledge whilst simultaneously abiding by the security expectations. If a paradox exists, does
it make individuals careless when sharing knowledge and compromise on security, or, does their
knowledge sharing become inhibited? This would be a good starting point for further research in this
enticing research area.

6. Conclusion

By conducting this literature review, it has become evident that the research in these areas has grown
tremendously, primarily driven by globalisation, advancements in information and communication
technologies and the Internet. These factors have already changed, and continue to change, the way
organisations operate and the way people work. However, the practices of knowledge sharing and
information security could be in conflict due to their intrinsic opposing natures. The possibility of a
conflict has not been widely recognised in academia or in organisations, and thus, requires further
research to explore and understand the scale and seriousness of the problem and its impact on the
knowledge sharing behaviour of individuals.
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