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1. Background

« Fault Diagnosis:

— The process of identifying the cause of a
malfunction by observing its effect on a system

 The increased complexity of modern day
systems has made the diagnosis of faults a
more difficult task to perform

— Quick rectification is required in order to:

 reduce the time taken for a system to resume normal
service

* minimise the effects of failure on the system
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1. Background

« Fault diagnosis can be performed in two different
ways:
— Testing for faults at specific points in time

— Monitoring the system continuously to detect farlfaas
and when they occur

* Testing for faults at specific points In time:
— Sequential testing
— Heuristic search algorithms
— FMEA
« Monitoring the system continuously to detect for
faults as and when they occur:
— Statecharts and fault trees
— Genetic algorithms
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1. Introduction

* Method for diagnosing single or multiple faults
In systems using Fault Tree Analysis (FTA)

— Used to explain deviations in sensor outputs

— System failure described in terms of component
states
— Needs a model of expected system behaviour

e Sensor observations
e System parameters
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1. Generalised Method

Obtain readings from sensors and calculate parasnete

Develop non-coherent fault trees for each sensor
reading
— AND, OR and NOT logic

Compare monitored parameters for different sensor
types where possible. If they do not agree they are
unreliable

— Direct comparison of readings or use of readingsatoulate
parameters

Obtain a model of system behaviour in order to tidgen
how the system should be behaving
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1. Generalised Method

Perform analysis to obtain potential causes ofifalil

Remove working states from the potential causes
— Only failed component states need to be considered

Check potential causes against sensors readingptrue

the operating mode

— Remove causes of failure that contradict theseosens
readings

If there Is more than one possible potential cailfise

failure, use importance measures to obtain the most

likely outcome

Loughborough 7
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2. Water Tank Level Control System
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2. Water Tank Basic Events

* Potential Component Failures:

Code Component Code Component

PB(1<i<6) Pipe Pis Blocked SFL(1<i<2) Sensor SFails Low

PF (1<i<6) Pipe Pis Fractured SFE (1=i<2) Sensor SFails Empty

V,FC (1<i<3) Valve V, Fails Closed CFH (1<i<2) Controller CFails High
V,FO (1<i<3) Valve V, Fails Open CFL(1=<i<2) Controller CFails Low

SFF (1<i<2) Sensor SFails Full TR Water Tank Ruptured
SFVH (1<i<2) | Sensor SFails Very High Tl Tank Leaks

SFH(1<i<2) Sensor SFails High NWMS No Water from Main Supply
SFN(1<i<?2) Sensor SFails Normal

e Potential Phases:

ACTIVE Flow Phase Through Valve V2

DORMANT No Flow Phase Through Valve V2
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2. Operating Assumptions

Flow Into the tank through V1 has the capabilityp&
greater than flow out of the tank through V2

P5 and P6 have cross-sectional areas that are twice
the size of the other pipes in the system

If a rupture occurs in the tank then flow out thghu
the rupture is greater than flow into the tank &t V

Flow Into the tank is greater than flow out of aken
the system

Initial conditions have the water level as normal

Loughborough 1o
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2. System Information

* Readings from VF1, VF2, VF3 and SP1

— In addition can be used to generate system states:
» The level of water in the tank
« The rate of change

« Sensor readings from the level sensors S1 andes2so used
In the system analysis
» Read the level of water in the tank
* Read the rate of change
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2. Model Flow Diagram
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2.

Expected System

Behaviour

Mode Height Scenario VF1 VF2 VF3 SP1 Rate Of
Change — Full

ACTIVE Empty 4 Flow Flow | NoFlow | No Water h>0 Very High

ACTIVE Low 4 Flow Flow No Flow | No Water h>0 N

ACTIVE Normal eled No Flow Flow No Flow | No Water h<0 High

ACTIVE High 12 No Flow Flow No Flow | No Water h<0

ACTIVE Very High 10 No Flow Flow Flow No Water h<0 v |

ACTIVE Full 10 No Flow Flow Flow No Water h<0 NormaI“ | Required Level
DORMANT Empty 8 Flow No Flow | No Flow | No Water h>0 v |
DORMANT Low 8 Flow No Flow | No Flow | No Water h>0 1
DORMANT Normal 16 No Flow | No Flow | No Flow | No Water h=0
DORMANT High 16 No Flow [ No Flow | No Flow | No Water h=0 o
DORMANT | Very High 14 No Flow | No Flow Flow No Water h<0
DORMANT Full 14 No Flow | No Flow Flow No Water h<0

¥ —— Empty
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2. Fault Tree Construction

Non-coherent fault trees were used in the analysis
— Constructed using AND, OR and NOT logic

— System Observation points and level sensor reacirgdescribed in terms of
the component failures and working states
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2. Fault Tree Construction

* Non-coherent fault trees were used Iin the analysis

‘Valve W2 Does | [No Flow Phase|| Flow Phase Mo Water
NOT Fail Open | | Through Vake | [ Through Yakve Awailable at
W2 W2 Walve V2

Mo Wy ater
Available at
Walve W2
Water Cannot Mo Water
Fass Through Available in the
Fipe F3 orP4 Tank
Water Cannot Failure in the
Fass into the Tank

System

/A

=

Tank Ruptured Tankis NOT
Leaking

Gl
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2. Fault Tree Construction

* Non-coherent fault trees were used Iin the analysis

YWater Cannot
Paszs Through
Pipe P3 or P4
Through Valve
W2
Walve W2 Fails Failure in Pipe
Closed and F3 or P4
MNOT Open
"alve v2 Does ||No Flow Phase|| Flow Phase Mo Water
NOT Fail Open | | Through Vake | [ Through Yakve Awailable at
W2 W2 Walve V2
Walve W2 Does || %ale W2 Fails Pipe P3 is Pipe P4 is
MOT Fail Open Cloged Blocked ar Blocked and
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2. Fault Tree Construction

* Non-coherent fault trees were used Iin the analysis

YWater Cannot
Pass into the

System
]
Failure in Pipe Failure to Open || Mo Water From
P1 or P2 Walve W1 the Wlain
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g
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2. Fault Tree Construction

* Non-coherent fault trees were used in the analysis

Failure to Open
Yalve W1

&) &

Contraller C1
Keeps Vake W1
Closed
Controller C1 Sensor 51 Fails
Failz High Reading Marm al,
High, Wery High ar
Full
Cantroller C1 Controller C1 Walve W1 Does Failure in
Fails High Dioes MOT Fail || MOT Fail Gpen Senszar 51
(1 Reading

Yalve %1
Closed

MWOT Open

Fails
ahd

Walve W1 Fails
Closed

“alve W1 Does
MOT Fail Cpen

51 Does HOT Fail
Reading Empty ar
Lo, C1 MOT Lo
and V1 NOT Open

)

Sensor 51 Fails
Feading
Mormal

Sensor 51 Fails
Reading High

Sensor 51 Fails
Reading Yery
High

Sensor 51 Fails
Reading Full

Sensar 51
Dioes MOT Fail
Reading Empty

Sensar 51
Does MOT Fail
Reading Low

Cantroller 1
Does MOT Fail
Lo

Walve W1 Does
MOT Fail Open
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2. Fault Tree Construction

Non-coherent fault trees were used in the analysis
— Constructed using AND, OR and NOT logic

— System Observation points and level sensor readirggdescribed in terms of
the component failures and working states

» Potential causes of failure for No
Flow Through Valve V2:

1) V2FC 9) SIFN

2) P3B 10) S1FH
3) P3F 11) S1IFVH
4) P4B 12) S1FF
5) TR 13) P1B

6) C1FH 14) P1F

7) NWMS 15) P2B
Ril=@
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2. Top Event Structure

e Look for the causes of the deviation (use a cohléogn
event structure and non-coherent fault trees), thexk
these individually against those from the sensadireys

which are true to the operating mode

Scenario b,
DORMAMT, Marmal
Level, Decreasing
Hate of Change

I |
Flong Through Flowe Through Sensor 51 Sensar 52
Walve Wl Walve W3 Feading MNarmal Feading MNaormal
and Cecreasing and Decreasing
FHate of Change FHate of Change

* Check potential causes of failure in this caseragdiow through
V2 and water in the overspill tray
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3. Scenario Top Event Structure

* DORMANT Operating mode with Height = Normal
* Induced Failure: V1FO.C2FH

Scenario VF1 | VF2 | VF3 SP1 HEIGHT RATE S1/SoN ST SU/S2 RATE
EXPECTED NF | NF NF NW h = Normal h=0 h = Normal h=0
ACTUAL F NF F NW h = Normal h<0 h = Normal h<0
READING

» Potential Causes:

Number

Potential Causes

1)

2)

V3FO.-V3FC.-P5B.-P5F.-P6B.-V1FC.-P1B.-P1F.-P2B.-S1FHAS-S1FN.-

S1FH.-S1FVH.-S1FF.-S2FE.-S2FL.-S2FN.-S2FH.-S2FVEES-TR

C2FH-V3FC.-C2FL.-P5B.-P5F.-P6B.-V1FC.-P1B.-P1F.-P2BLFE.-S1FL.-
S1FN.-S1FH.-SiPvESSEEF SEREE - S2BIFTS ZFN -5 2 G2 -5 2 Rl

* Method has not obtained the exact cause of faifutiels case

* The two induced failures can be the cause of bettated sensor readings

* Timing will need to be taken into consideration
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3. Dynamics

« DORMANT Operating mode with height = Normal
* Induced Failure: V1FO.C2FH

A
Level

Normal

Low (Open V1)

Empty

C2FH
V1FO.C2FH

gt

* Once the level reaches ‘Low’ flow in at
V1 is expected, so a failure will not be
indicated fromt, onwards for the induced
failure V1FO.C2FH

o If only C2FH is induced then the level
would drop at a faster rate, until the ‘Low’
level is reached (at timg in this case), at
which point V1 is opened

* The time taken for the level of water in
the tank to drop may need to be considered
In the analysis

v

Lol

Time
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4. Conclusions

The method obtained in general is good at diaggosin
faults in systems

The checking mechanism ensures that the poteiisies of
failure do not conflict with the sensors readinggtto the
operating mode

Reliable and unreliable sensor readings can bdiigehby
comparing the level and rate of change of the heaglvater
In the tank obtained from each different set ofseemeadings

Further research is required to try and overcoroelpms
such as the tool not identifying all failures inddc

— The time taken for the level of water in the tankltop may need to be
considered in the analysis
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Questions?

Emma Hurdle
E.E.Hurdle@Iboro.ac.uk
Dept. of AAE
Loughborough University
01509 227243
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