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Overview

e AIm of research

e System description
e Diagnostic methods
e Research outcomes

e Conclusions & Summary
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Aim of Research

e Background:

— Several researchers investigated diagnostic method
— Main avenues — sequential tests and real time.
— Some theoretical, not applied to actual systems.

 Why the need for diagnosis?

— Improve repair process.
— Alter missions given system state.
— Current research lacking in area of real timeranttiple faults.

B Loughborough
University

23" International System Safety Conference 2005



Aim of Research

° Aim:

Develop a diagnostic capability
- practical
- real time
- multiple fault causes
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System Description

e Control system

- V,C,&S.
V Pipe 1
e Sensors: ﬂo
— 1 Flow / No flow pipe 1 C

— 2 Flow / No flow pipe 2

— 3 Levelintank: O @

High, Low, Normal
! Pipe 2 ?
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System Description

e« Component failures:
— Pipes blocked (P1B, P2B)
— Pipes ruptured (P1R, P2R)—V Pipe 1

— Tank Ruptured (TR) ] T n
Tank Leak (TL)
— Valve fails open (VO)

— Valve fails closed (VC) © @
1 Pipe 2 ?

B Loughborough
University

23'd | nternational System Safety Conference 2005



v Pipe 1

System Description

]
Assumptions: 1 hiper @

Under normal operating conditions:

1. The analysis is performed under steady stateittomsl

2. A rupture of the tank means that the outflow friora tank
IS greater than the inflow.

3. A leak within the tank means the outflow Is I&san the
Inflow.

4. Flow in through pipe 1 can be greater tharfltve out
through pipe 2.
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v Pipe 1

System Description ' ® .
O @}J
M odes of Oper ation: 1 2 ©
 Two modes of operatiomormal andinactive.
 |In normal operation: 4 Ininactive mode:
— Flow in section 1. - No flow in section 1.
— Flow In section 2. - No flow in section 2.
— Water in the tank normal. - No water In the tank.

* Deviations from these expected system symptonis wil
Indicate a fault.
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Diagnostic Methods

Use of Fault Trees:

What Is a fault tree?:

Represents failure events.
Successively breaks down failure event into failcauses.
Uses deductive logic (What can cause this?).

Provides information on the combinations of faglur
causes.

Two types of fault trees — coherent and non-cohteren
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Diagnostic Methods

Coherent & Non-coherent Fault Trees:

e Coherent

Failure Event

| « AND / OR logic only
« Fallure events only

Component X
Fails

| |
5 Component Y Component Z
Fails Fails
o o
Loughborough
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Diagnostic Methods

Coherent & Non-coherent Fault Trees:

Failure Event

|

e Non-coherent

AND / OR logic | |
Failure events Component X D
| |
AL SO @ s || e
NOT logic j /J_\
(functioning events) - @r/}
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Diagnostic Methods

Use of Fault Trees:

Thetask:

 For any unexpected system observation need tondete
cause.

How achieve:

 Fault trees used to represent reasons for seeaomgs —
l.e. no flow in section 1.

e Sensor reading fault trees can be coherent oicnberent.

« Cause of unexpected system observation deternbyed
combining appropriate sensor reading fault trees.
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Diagnostic Methods

Fault Treesfor Sensor Readings:

e Consider the ACTIVE mode:

— EXpected readings:
 Flow in section 1, flow in section 2, normal leuweltank

e Sensor readings of interest:
— No flow in section 1
— No flow in section 2
— High water level in the tank
— Low water level in the tank
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Diagnostic Methods

Example Fault Treefor Sensor Reading:

No flow in section 1

e Coherent Fault Tree:

— AND/ORIogic
— Fallure events only
Failure within Control‘ system
section activation
: High level in tank
e Min Cut Sets: \
{P 1 B} No flow from tank
|
{VC} Blig:j{el d Valve closed Pipe 2 Blocked

OO
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Diagnostic Methods

Example Fault Treefor Sensor

Readings:

No flow in section 1

Non-Coherent
@ Fault Tree

Failure within
section

Control system
activation

Prime Implicant &ets:
{P1B.PIR}

i

{VCVO}

High level in tank

.

Plpe 1
Blocked

Valve closed

{P2BTL.P2RTRVCVCO}
. . Pipe 2 Ta{ﬂf
Blocked condition
maintained
Coherent Approx: & 6% D
{P1B}, {VC},{ PZB}

)

Valve control
works
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Diagnostic Methods

Combining Fault Tree Information:

« For a given unexpected system observation thevamte
sensor reading fault trees can be combined.

e Two methods of combination:
— Diagnostic Method 1
— Diagnostic Method 2
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Diagnostic Methods

Diagnostic Method 1.

o System Observation fault tree produced containing:

— Observations which deviate from the expected normal operation
behaviour.

— The sensor readings which conform to the normataimg states
are ignored.

M ode Section1l Section 2 Tank

Normal Flow Flow Normal
(expected)
Observed Flow No flow High
State
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Diagnostic Methods

Diagnostic Method 1.

e Fault treefor observed system state: Observed system

state

o Either coherent or non-coherent
fault trees for sensor readings can

be used. ‘
~ | No Flow in section 2 High level in tank
Mode Section 1 Section 2 Tank
Normal Flow Flow Normal
Observed Flow No flow High
. M Loughb h
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Diagnostic Methods

Diagnostic Method 2:

o System Observation fault tree produced containing:

— Observations which deviate from the expected normal
operation behaviour.

— AND Observations which conform to the normal
operating states.

M ode Section1l Section 2 Tank

Normal Flow Flow Normal
(expected)
Observed | No Flow || Noflow High
State
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Diagnostic Methods

Diagnostic Method 2:

Observed system

o Fault treefor state
observed system state:

| |
No flow in section 2 High level in tank
'\\ / No flow in section 1

Mode Section 1 Section 2 Tank Either coherent or non-coherent
Nor mal Flow Flow Normal fault trees for sensor readings
Observed No Flow No flow High can be used.
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Research Procedure

« Each diagnostic method tested using coherent and n
coherent sensor fault trees.

» All possible system observations analysed.

 One example system observation demonstrated.

e Ranking procedure (Importance measures) suggéasted
multiple cause possibilities.
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Research Outcomes

Diagnostic Method 1 with coherent sensor fault trees:

M ode Section 1 Section 2 Tank Observed system
state
Nor mal Flow Flow Normal
Observed Flow No flow High

: FaUIt fallure tellEee No Flow in section 2 High level in tank
— P2B.VO
— TR.VO P2B VO
— P1B.VO TR
— P1R.VO P1B
_ VC.VO P1R
. o VC
 |nvalid combinations !!
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Research Outcomes

Diagnostic Method 2 with coherent sensor fault trees:

Observed system
state

P2B Q P1B.VC.P2B

TR

P 1B | No flow in section 2 VO High level in tank

P1R

VC No flow in section 1

 Prime Implicants:
{TR.VO.P1B.VC.P2B} {P1R.VO.P1B.VC.P2B}
 Fault failure causes: {TR.VO} and {P1R.VO}.

e |nvalid combinations !!
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Research Outcomes — Conclusion 1

Coherent Sensor Reading Fault Tree Conclusions:

* Not sophisticated enough to determine a correatt fa
diagnosis.

* Incorrect fault combinations are produced with hbot
methods 1 and 2.

« Just considering the state of the failed compaeninot
adequate.

« Working components also need to be considered.
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Research Outcomes

Diagnostic Method 1 with non-coherent sensor fault trees:

M ode Section 1 Section 2 Tank Observed system
Normal Flow Flow Normal -
Observed Flow No flow High
| |
° Fault failure cause: No Flow in section 2 High level in tank
- P2B.VO P2B.P2R, TR.TL,  VO.TL.P1R.VC.TR.P1B.P2R

P1B.P2B, P1B.TL.TR
P1R.P2B, P1IR.TL.TR

. . T B, F R
Sl elEg oo VC.VO.P2B, VC.TL.VO.TR
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Research Outcomes

Diagnostic Method 2 with non-coherent sensor fault trees:

Observed system

PZBER, Tﬁ_,_ state
P1B.P2B, P1B.TL.TR

P1R.P2B, PIR.TLTR _ VOTL.PIRVC.TR.P1B.P2R
VC.VO.P2B, VC.TL.VO.TR

| |
No flow in section 2 High level in tank

No flow in section 1

e Fault failure causes:
— P2B.VO

{P1BVC.P2B}, {P1BVC.TL}, {P1BVC.P2R},{P1BVC.TR},
{P1BVC.VO}, {P1BVO}, {P1R.VC.P2B}, {P1R.VC.TL},
(PIRVC.P2R}, {P1R.VC.TR}, {P1R.VC.VO}, {P1R.VO}

« Correct diagnosis !!
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Research Outcomes — Conclusion 2

Non-coherent Sensor Reading Fault Tree Conclusions:

« Correct failure combinations produced for the embm
system state observed.

 However invalid combinations produced for othesteyn
states.

 Hence, Inconsistencies can be found using method 1
where the working states of the system are not
considered.
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Overall Conclusions

Hence, foraccuracy of diagnosisthe following is needed:

1. Non-coherent fault trees for sensor reading Gause

2. Diagnostic method 2 to construct the observedenys
state fault tree (i.e. the whole collection of s®ns
readings, including the expected observations).
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Importance Measures

Ranking procedure for multiple fault causes:

. What happens if multiple fault causes are given from the diagnosis?

. Need a method to show most likely cause.

. Fussell-Vesely measure of cut set importance.
. Probabilistic measure defined as:
e the probability of occurrence of cut set i given that the observed
system has failed
Imp = probability of cut set occurrence

observed system state failure probability
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Summary

« Two methods have been Iinvestigated for diagnosing
possible multiple faults within a system.

 Diagnostic method 1 uses information from the dtad
observations only.

— Limitations in producing the correct list of fadcombinations
using both coherent and non-coherent sensor reéaliutigrees.

— Fault combinations have been produced which ar&ithwhen
coherent trees have been combined.

— Combinations produced that could not have occudrezlto the
status of the normally functioning parts of thetegs with non-
coherent trees.
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Summary

« Diagnostic method 2 considered also those parthef
system that are known to be functioning.

— Inconsistent results produced using coherent seaading fault
trees for some system observations.

— Non-coherent fault tree representation of sensadings proved
the most successful as a diagnostic tool.

« The use of importance measures can be used tafyden
the most likely cause of the system fault when almer
of options or possible causes are predicted.
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Fault Tree Based Approach for System Fault
Diagnostics

Thank you for your attention.

Any questions????
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