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Abstract:  

Cyber-Physical Systems (CPSs) are becoming a significant research focus resulting from advancements in technologies 
such as the Internet of Things (IoT), Cloud Manufacturing and Intelligent Products. Successful deployment of CPSs has 
the potential to provide a step change in manufacturing efficiency, flexibility and production yield as envisaged by the 
fourth industrial revolution or Industry 4.0 paradigm. The realisation of intelligent products and services is in the 
provisioning of predictive, risk preventative and high-performance manufacturing systems. As part of these 
manufacturing systems, Returnable Transit Items (RTIs) play a critical role in provisioning robust and efficient means of 
component (e.g. Work in Progress and finished items) protection and logistics. The research outlined in this paper 
details how a Returnable Transit Item (RTI) can become an integral part of the Industrie 4.0 vision as an intelligent 
container that can interact with components, machines and other cyber-physical manufacturing services. This paper 
discusses a CPS reference architecture for the integration of intelligent containers and presents a hardware and 
software proof of concept solution suitable for industrial deployments.  The paper concludes with feasibility studies 
utilising the intelligent container for context determination services including the identification of intelligent 
components and monitoring of logistical handling process (i.e. the detection of collisions, lifting and turns). 
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1 Introduction 

The concept of an item that is used for the transportation of goods which is re-usable has been identified under many 
names such as, Returnable Logistical Packaging [1]; Returnable Containers [2]; Distribution Items [3], Reusable 
Transport Items [4] and Returnable Transit Items [5]. For clarity, this paper will use the term Returnable Transit Item 
(RTI). RTIs are a tool used within manufacturing for aggregating many components into a single entity that improves 
logistical efficiency and reduces costs [6]. This is achieved through maximising the use of space, more efficient handling 
and the reduction of one-way packaging [7]. RTIs also provide an effective role in component protection, not least from 
physical damage but also from environmental conditions such as grime, dust and moisture and can be exposed to harsh 
environments that can lead them to become damaged whilst still protecting the components [8]. With reports of RTI 
fleet sizes being reduced 10% annually through damage [9] and a  further 10% through RTI misplacement (lost) and 
shrinkage (i.e. not-returned or stolen) [10], [11], there are significant operational challenges to be overcome. These 
operational challenges include determining RTI fleet size [12], [13], identifying excessive customer holding time [14], 
analysing the effect of RTI leakage and damages [15] and understanding the optimal purchasing policies [16]. However, 
without knowledge of how RTIs flow through the supply chain these challenges become difficult if not impossible to 
address, to maintain an efficient RTI pool there is a significant challenge in ensuring that adequate RTI monitoring 
systems are in place [8]. It is evident that with the introduction of contracts, incentives, penalties and maintenance 
operations, there is a requirement to ensure that effective monitoring and tracking of RTIs is achieved. This will ensure 
that there are no disagreements over the validity of any decisions on responsibility in response to issues such as RTI 
losses and damages [8], [9]. To address these issues Radio Frequency Identification (RFID) monitoring systems have 
been implemented for RTI monitoring [7–9]. Generally, these systems do not provide the ability for unique component 
traceability and monitoring.  With Industrie 4.0 being proposed as the next industrial revolution [11], where the 
ubiquitous nature of communication technologies is utilised to link manufacturing operations, intelligent products and 
the human workforce to provide next generation manufacturing systems [12], there is a need for a greater integration 
of product, processes and operators within the manufacturing domain.  To support the Industrie 4.0 vision, the 
development of intelligent products and services are a way of distributing the execution of product specific tasks such 
as determining product context [13], interaction between other smart products, environments and machines [14], as 
well as being able to store data in a product centric model at all phases of its lifecycle [12]. This research is focused on 
the application of an intelligent RTI or container, which has knowledge of its constituent parts and can make decisions 
not only for itself, but on behalf of the products it holds [16]. This paper looks at the intelligent RTI concept for 
component traceability within the automotive domain and presents a hardware and software platform, known as 



smaRTI (smart Returnable Transit Item), that provides a foundation for intelligent container research, development and 
implementation. 

2 Intelligent Products 

There is a growing trend in the integration between the physical and digital worlds with real-time links required 
between the digital model of a facility and the physical machines, products and processes within it. By developing these 
links it has been suggested that there are advantages in the availability of product information [17], being able to track 
unique products [18], improve operational control through dynamic decision making [19] and an improvement to 
inventory monitoring and control [20].  Intelligent products align with the strive towards a product centric supply chain 
that meets the operational demands of high level product customisation and complex supply chains found within Cyber 
Physical Systems (CPSs) [21]–[23]. 

Many definitions of an intelligent product have been published such as by McFarlane et al. [24], Ventä [25] and Meyer 
et al. [26] whose definition is utilised within this research. Meyer et al. [26] describe the functionality of an intelligent 
container as an intelligent product that “not only manages information, notifications and/or decisions about itself, it is 
also aware of the components that it is made of and may act as a proxy device for them. If the intelligent container is 
disassembled or parts are removed or replaced, the parts may be able to continue as intelligent items or containers by 
themselves.” Examples presented by the authors are of an intelligent vehicle, in which both the engine and shell were 
independent intelligent products interacting with one another and a “smart shelf” that can monitor and notify on stock 
levels. In these examples the intelligent products were the vehicle and the engine or the shelf and its products. For this 
research, the equivalent analogy is an intelligent RTI and its constituent (intelligent) components, i.e. intelligent cylinder 
heads, cylinder blocks or crankshafts. Within this context, an intelligent product is defined as a physical and 
information-based representation that possesses a unique identity, communicates with its environment, stores data 
about itself, utilises an information model of itself and is capable of participating or making decisions [15]. 

Meyer et al. [26] additionally present a classification model for describing intelligent products taking into consideration 
the differing intelligent product definitions and presented three primary features of intelligent products: the level of 
intelligence (information handling to decision making), the location of intelligence (intelligent at the object or within the 
network) and the aggregation of intelligence (intelligent item or intelligent container). Figure 1 presents two example 
characterisations, the intelligent container proposed within this paper (left) and a single RFID tagged product (right).  

 

 

Figure 1 - Product intelligence characterisation adapted from [26] representing an intelligent container (left) and a single RFID tagged 
product (right) 

(i) Intelligent container (ii) RFID tagged item 



2.1 Intelligent products in the supply chain 
Academic research papers and commercial offerings related to this research reviewed with regards to their relevance in 
adding intelligence to an RTI.  The areas of comparison were (i) mobile – is the container mobile, (ii) – identifies 
constituent items – does the container uniquely identify the items it contains, (iii) self-decisions – does the container 
make decisions about its own destiny, (iv) part decisions – does the container make decisions on behalf of the items it 
contains and (v) state of research – to what level is the research or product deployed.  The comparison has been shown 
in Table 1. 

Table 1 - Comparison of reviewed literature 

 Academic Commercial 

Name 

Smart Shelf 
[27] 

Networked 
Containers 
[28] 

Cargo 
Monitoring 
[29] 

Perishable 
food in the 
supply chain 
[30] 

Intelligent 
container [31] 

Remote 
Container 
Monitoring 
[32] 

Forklift 
monitoring 
[33], [34] 

RTI 
Monitoring 
[35], [36] 

Description 

A shelf inside 
a ‘smart 
warehouse’ 
that knows 
what has been 
picked and 
where it goes 
to allow 
flexibility in 
locations 

Intelligent 
networked 
containers 
that monitor 
security and 
identify 
products 
being loaded 
in and out 

A ‘smart 
container’ 
which allows 
remote 
monitoring of 
container 
status 
(temperature 
and security), 
optional 
sensors to 
identify 
products 
inside 

A crate with 
‘smart 
logistics’ unit 
to manage 
perishable 
food in the 
supply chain 

Monitoring of 
food in the 
cold supply 
chain 

Maersk 
refrigerated 
shipping 
containers are 
able to 
communicate 
to Maersk 
ships, to 
satellites and 
back to 
servers where 
the status can 
be remotely 
monitored. 

Zeno Track * – 
owned by 
Bosch  

Driver 
assistance 
system of 
monitored 
forklifts with 
locations and 
status 
including 
identification 
of pallets.   

Systems such 
as Vero and 
TrackX exist to 
monitor RTIs 
in factories 
these are 
asset 
monitoring / 
management 
solutions 
where RTIs 
are applied 
with a 
readable UID 

Mobile X        

Identifies 
Constituent 

parts 

 - RFID-
tagged items 

 - RFID-
tagged items 

 - not 
specified X 

 - RFID-
tagged 

goods/pallets 
X 

 - could 
identify 

tagged pallets 
X 

Self-
Decisions 

 - item stock 
ordering 

 - intrusion 
detection 

 - intrusion 
detection 

? – mentions 
operational 

decision 
making but 

does not 
specify 

 - decides if 
needs to 
sending 
warning 

messages 

 - can notify 
Maersk 

personal to fix 
containers in 

transit 

? – 
unspecified X 

Part 
Decisions X X X 

 - decides if 
food inside is 

perishing 

 - predicts 
shelf-life X X X 

State of 
Research Theoretical Prototype / 

Field trials 
Prototype / 
Field trials Prototype Reduce-scaled 

prototype Commercial Commercial Commercial 

*- this is no longer an active business 

This review highlighted a gap in not only mobile containers that identify their contents and make decisions for both 
itself and the items it holds but also in physical deployment of these types of devices.  The current focus for these types 
of devices also appears to be related to the monitoring of shipping containers within the food supply chain rather than 
inside a manufacturing domain. 

Types of smart containers/holders which could uniquely identify their contents included (i) smart shelves, (ii) smart 
shipping containers with options to sense products and (iii) a forklift monitoring system that would identify the pallets 
it picked up using UHF RFID tags on the pallets (in this instance the forklift is behaving as the container).  While other 
studies have been completed looking into smart shelving the paper selected went into detail about the operational 
reasons for having one and as these types of containers are static by design a larger review was not required.  Smart 
selves can make operational decisions based upon how many items are held and demand for these [27], however these 
are decisions for the shelf and not the individual items.  The two examples of constituent item decision making were 



found within academic research into the cold food supply chain where chemicals [30] and temperatures [30], [31] were 
monitored to determine the shelf life of food (i.e. how close to expiring). 

The research presented in [31] was the only work in the comparison that presented a mobile container (i.e. shipping 
container) that was able to identify its components (i.e. RFID-tagged pallets) and make decisions for these components 
(i.e. shelf life prediction based on monitored temperatures inside the container) and decide whether it, as the 
container, was required to notify people. This piece of research ([31]) is part of a larger initiative undertaken by the 
University of Bremen into intelligent containers within the food supply chain [37].   

There are very few identified real world examples of truly intelligent mobile containers, other than those discussed 
previously and many others which are similar in functionality, i.e. have embedded sensors, but typically used for data 
logging and have no active intelligence. Despite this, the subject is a very relevant research topic addressing the 
benefits of CPSs and manufacturing efficiency e.g. [38]–[41]. 

3 Design of the Intelligent RTI 

The intelligent RTI can manage information, notifications and decisions on behalf of the components (possibly 
intelligent) within the manufacturing environment. Once components have been unloaded from an RTI, the RTI can be 
associated with the next set of incoming components and the previous components can interact with the next stage of 
production, i.e. the next assembly or manufacturing process. 

 

Figure 2 - An intelligent container overview 

Figure 2, shows an overview of some of the functionality of an intelligent RTI. Specifically, the RTI needs: (i) to sense 
experiences, i.e. hot and cold experiences, occasions of poor transport handling (e.g. drops, shocks and their locations) 
and cleanliness, (ii) to identify and communicate with other intelligent products, (iii) to make decisions, i.e. to relocate 
the RTI, initiate a component or RTI inspection and to initiate RTI repairs and (iv) to be capable of publishing 
notifications i.e. to issue warnings, reminders or updates. Intelligent Container Architecture 

To develop an intelligent container a CPS reference architecture has been proposed within this research that allows 
intelligent products to be integrated within manufacturing systems. The CPS challenges addressed within the 
architecture include: (i) Adaptability to cope with changes in RTI routes and business processes [42], [43], (ii) Scalability,  
any system should be scalable to meet an increase in demand by implementing effective communication protocols and 
system resource balancing [44], i.e. when more RTIs, more facilities and more users are introduced, (iii) Extendibility, to 
include the addition of new RTI types and future technological changes, i.e. integration of additional RTI sensors [45] 
and (iv) Security, any CPS should provide resource control and provide protection from unauthorised disclosure from 
techniques such as “man-in-the-middle”, denial of service and injection of fake data from third parties [44]. The 
proposed reference architecture, Figure 3, to meet these requirements is a combination of both a Service Orientated 
Architecture (SOA) and the Reference Architecture Model for industry 4.0  (RAMI4.0) [46]. The SOA is a paradigm for 
the reuse, interoperability and development of services [47]. The RAMI4.0 reference architecture has been developed 
from a collaboration between the technical committees of the VDI/VDE Society of Measurement and Automatic Control 
(Specifically, Industry 4.0 and Cyber-Physical System committees) [46]. The RAMI4.0 architecture focuses on high levels 
of interaction within layers (representing different manageable parts, i.e. the asset layer, integration layer and 
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functional component layer) and loosely coupled connections to the immediate layer above and below [46]. As with a 
SOA, at higher layers of the hierarchy, there is a shift from a unique device perspective to a business process and 
service abstraction perspective. It was determined that the SOA best describes the interaction between components, 
however, it does not consider the asset layer (i.e. Intelligent RTIs and components) and how they can integrate within a 
CPS. To solve this, the proposed reference architecture includes an Asset layer and an Integration layer like that 
represented in the RAMI4.0 within a SOA reference architecture [48]–[52].  The Integration layer provisions a Service 
Bus that provides protocol translation, service discovery, service routing, security and network integration. The addition 
of a service bus solves some of the issues related with a SOA and CPSs, such as excessive point-to-point 
communications [50], [53], i.e. many service endpoints residing at uniform resource locators (URLs) [54], and supports 
integration of differing technologies, i.e. can integrate Wi-Fi, ZigBee, WSNs and other networking platforms into a CPS. 
In summary, there are 6 representative layers within the architecture: (i) the asset layer represents the unique real-
world assets, in this case intelligent products (i.e. intelligent RTIs and intelligent components), (ii) the integration layer, 
representing the service bus and how differing technologies can integrate the real world into the CPS, (iii) the service 
implementation layer, describing the individual service implementations that provide well defined services, i.e. data 
capture, data filtering and data analytics, (iv) the service abstraction layer describes fundamental business service, i.e. 
scheduling, RTI locating and monitoring, that orchestrates service implementations from the layer below, (v) The 
business process layer orchestrates a number of service abstractions to define a particular business function, i.e. 
dynamic RTI control or quality control monitoring and  finally, (vi) the application layer describes the interaction of 
business processes to define an application, i.e. intelligent manufacturing. 

 

 

Figure 3 - Reference architecture with an intelligent container and intelligent components 

Integration between the RTI and the CPS, occurs through wireless connectivity (i.e. ZigBee, Bluetooth or Wi-Fi) rather 
than traditional RFID interrogation with intelligent components continuing to integrate with the CPS either through an 
integration layer based RFID interrogator or the intelligent container. 
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Many services, such as feature determination, data capture and handling performance data can be offloaded from the 
CPS and embedded within the intelligent container, reducing the computational needs of a CPS software 
implementation. Previous research has investigated the performance of a low intelligence RTI [55], i.e. comprising a 
passive UHF RFID tag, that could not process data and as such, analysis must be undertaken within the CPS software 
implementation. The intelligent container concept increases the adaptability and extendibility of the architecture as 
when new intelligent containers and components are introduced, the required services for them to operate are 
embedded on the asset layer, meaning the CPS is not strictly required to implement new services. This also has the 
beneficial side effect of making the architecture more decentralised, with intelligent containers implementing 
processing capability, offloading it from the central CPS implementation. The CPS can offer services with relevant rules 
developed on the business process layer to adapt functionality with the introduction of new intelligent assets if 
required. As an example, with respect to the identification of poor handling, feature recognition techniques or impact 
thresholds may differ between the handling of an intelligent RTI and an intelligent product, i.e. a headlight assembly vs. 
a stainless steel RTI, with one able to experience larger collision or drop forces before being damaged. With the 
intelligence embedded at the asset layer, the CPS can be agnostic to these differences, but can still react to damage, i.e. 
instruct an asset inspection, move an asset to a quarantine area or to notify stakeholders. With this in mind, traditional 
RFID portal architecture implementations tend to be based upon an account-based data model [21], in which 
movement of RTIs is represented as a set of transactions that update the RTI and component quantities in each 
respective location throughout the factory. In contrast, the implementation of an intelligent RTI and intelligent 
products requires a product centric approach, which provides additional flexibility / adaptability for all intelligent 
container and intelligent product types and instances [21]. Thus, each intelligent product and intelligent container 
needs to be uniquely addressable with its own information model and associated embedded services. 

To achieve this, it is proposed that rather than using an account based data model, where updates to state changes are 
reflected in a database, intelligent components have a permanent communication link on which the CPS can query 
intelligent products' data models, listen for notifications (i.e. location updates, poor handling events or the detection of 
intelligent components) and actively initiate commands (i.e. move to repair, request an inspection or hold until further 
notice).  Therefore, the intelligent container architecture implements a “publish and subscribe” based service bus 
(Section 3.2.1) on the integration layer of the reference architecture to support the above requirements. The “publish 
and subscribe” architecture decouples the production and consumption of data within a system, allowing the 
production of notifications and subscription to events based upon data characteristics rather than by data source [56] 
i.e. a service can subscribe to temperature events from many data sources, without explicitly needing to connect to all 
devices publishing temperature related data. An example usage of the “publish and subscribe” service bus is shown as a 
Universal Modelling Language (UML) activity diagram in Figure 4. 

 

Figure 4 - Example usage of the publish and subscribe service bus 

When an intelligent container comes online, each entity, i.e. the intelligent container or CPS services, subscribes to one 
or many topics, denoted 1, 2 and 3 in Figure 4. A topic is a name or reference for the type of information that an entity 
wishes to receive or publish data about. In this example, the reporting of an intelligent RTI collision (1 and 2) and for the 
sending of events (3). In the event that an RTI identifies a collision, it is responsible for publishing those data to the 
service bus on the collision topic, denoted 4. Once the published data have been received on the service bus, it 
simultaneously re-publishes the same information to all entities subscribed to that topic, in this case, the notification 
service (5) and the quality control service (7). At this point, both services undertake their role within the CPS, with the 
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notification service compiling an email of the event to stakeholders (6) and the quality control service determining that 
the RTI requires to be quarantined, due to potential damage to components in the collision. This quarantine command 
is then re-published onto the service bus (8) and then onto to the intelligent container, which had previously subscribed 
to its respective command topic (9). 

3.1 Supporting Technologies 
This section describes the software technologies implemented to develop the proof of concept cyber-physical 
infrastructure for the intelligent container. 

3.1.1 Message Queue Telemetry Transport  
For the implementation of a “publish and subscribe” service bus the Organization for the Advancement of Structured 
Information Standards (OASIS) Message Queuing Telemetry Transport (MQTT V3.1.1) technology is utilised [57]. The 
MQTT standard defines a one to many publish and subscribe messaging service that is payload agnostic. The standard 
also implements quality of service distribution techniques for traffic management, “at most once” – a single message 
delivery attempt is made but not guaranteed to succeed based on traffic and network conditions, “at least once” – a 
message is guaranteed to arrive, but duplicates may occur and “exactly once” – a payload is guaranteed to be delivered 
exactly once. There are a number of published usages of the MQTT standard within cyber physical systems as presented 
in [58]–[60]. Additionally, the MQTT protocol has been shown to be suitable for wireless devices, as required by the 
smaRTI hardware, as it has a lower power requirement than that of an equivalent open HTTP connection (27.9% 
reduction in power for sending data)[61], [62].  To implement the MQTT standard an MQTT broker is required. An 
MQTT broker is the software implementation of the MQTT standard with respect to server-side operations, i.e. allows 
and maintains TCP/IP connections with devices, applies security protocols and is responsible for the republishing of 
messages and handling subscriptions. For this research the Mosquitto MQTT broker was implemented [63].  

3.1.2 Node-Red 
To develop supporting intelligent container services, a software package “Node-Red” was integrated [64]. Node-Red is a 
flow based programming tool designed for developing applications within the internet of things domain [64]. Node-Red 
provides a web browser based development environment with Node.JS [65] and JavaScript foundations. The platform is 
a flow based programming environment, built around modern internet technologies such as MQTT, Hyper Text 
Transport Protocol (HTTP), Websockets, JavaScript Object Notation (JSON) and eXtensible Markup Language (XML). A 
software developer can drag and drop nodes representing software functionality and place interconnects representing 
the flow of data. Within Node-Red, programming is not limited to existing nodes and flow based design, JavaScript 
function blocks can also be developed. The advantages of utilising Node-Red for this research is that it supports 
technologies such as MQTT and provides tools for rapid development, prototyping and integration of software 
functionality. Thus, for the development of an intelligent container, effort can be focused on software services, rather 
than developing and implementing a bespoke integrated software stack as provided by Node-Red, whilst adhering to 
the reference architecture proposed in this research. 

4 smaRTI Hardware and Software Development 

4.1 smaRTI Hardware Implementation 
For the successful implementation of product monitoring, which refers to the physical handling and environmental 
conditions that components experience when in an intelligent container, there is a need to monitor environmental 
parameters, i.e. via accelerometer, gyroscope, magnetometer (compass), temperature, humidity and altimeter 
(pressure) sensors. Through processing and understanding of sensor features the intelligent RTI is capable of 
monitoring product experiences, such as impacts (i.e. collisions / drops) and temperature or humidity exposure. Beyond 
the collection of environmental data and locating intelligent components there are four other fundamental 
requirements that are necessary to achieve RTI intelligence: (i) data processing, the hardware must have embedded 
processing capability that is able to sample connected sensors, perform data manipulation (i.e. filtering, feature 
extraction and pattern recognition [66], [67]) and to compute the resultant information via rules representing decision 
making criteria, i.e. classifying what represents an RTI collisions or drop, (ii) data storage for sensor data, RFID 
interrogator data and the intelligent container’s information model. This storage additionally acts as a buffer between 



the local device (RTI) and the cyber-physical monitoring system providing a level of resilience to communication errors 
or lack of a communication channel (i.e. no wireless signal), (iii) wireless communication, to provide real-time data 
dissemination, controls and RTI notifications, the intelligent RTI requires a wireless communication link [68]. The 
wireless link also represents the bridge between the asset layer and integration layer of the reference architecture and 
(iv) a power source is required to support all of the data collection, processing, storing and communication 
activities[69], such as battery cells [70] or fuel cells [71]. These requirements have driven the smaRTI hardware design 
leading to the component selection outlined in Table 2. 

 

Table 2 – The smaRTI Hardware Components 

Hardware Description 

Wi-Fi and Microcontroller 
module (Espressif ESP-12E) 

The ESP8266 is a low cost (£1.46) and low power (1.2mW) 32bit 
microcontroller with full TCP/IP stack and Wi-Fi communications (IEEE 
802.11), also includes up to 16MiB of flash storage. 

UHF RFID module (ThingMagic 
Nano) 

The ThingMagic Nano is a fully capable UHF RFID interrogator module 
designed for embedded systems with an API for application development. 

3-Axis digital compass 
(Honeywell HMC5883L) 

The HMC5883L is a surface mount 3-Axis digital compass IC capable of a 1° 
to 2° compass heading accuracy.  

3-Axis accelerometer (Analog 
Devices ADXL345) 

The ADXL345 is a surface mount 3-Axis accelerometer capable of measuring 
at up to ±16 g. 

3-Axis gyroscope (InvenSense 
ITG-3200) 

The ITG-3200 is a surface mount 3-Axis gyroscope capable of measuring of 
up to ±2000 °/s. 

Humidity and temperature 
sensor (Sensirion SHT21) 

The SHT21 is a fully calibrated surface mount temperature and humidity 
sensor capable of measuring 0 - 100% relative humidity (±2 %RH) and -40 
to +125°C (±0.3°C)  

Absolute pressure sensor (NXP 
MPL3115A2) 

The MPL3115A2 is a surface mount barometric pressure sensor capable of 
measuring up to 50-110 kPa (10km Altitude) with a 0.3m altitude 
resolution. 

Piezoelectric buzzer  A piezoelectric buzzer for generating tones for audio based alerts and 
notifications. 

128x64 I2C OLED graphical 
display 

An OLED display for visualising on-board debug and error messages. 

Figure 5 shows a fully manufactured and assembled smaRTI board with all the environmental sensors, Wi-Fi module, 
0.96” OLED display and RFID interrogator attached.  

 

Figure 5 - Unpackaged smaRTI hardware 



4.2 smaRTI Software Implementation 
Figure 6 presents a UML component diagram describing how the CPS reference architecture maps to the implemented 
technologies and software requirements for the implementation of an intelligent container embodied within the 
smaRTI hardware. There are 4 fundamental components: (i) Node-red (NR.1), (ii) the MQTT Communications (MC.1), 
(iii) the Intelligent Container application software (IC.1) and (iv) instances of intelligent products (IP.1). IC.1 and IP.1 
represent assets located on the asset layer of the reference architecture, with IC.1 containing a number of software 
services, such as the logging service (IC.1.6) and sensor capture services (IC1.4). MC.1 represents the service bus on the 
integration layer and finally, NR.1 represents the service implementation, service abstraction and business process 
layers of the architecture.  

 

 

Figure 6 - UML Component diagram for the smaRTI software architecture implementation 

Each instantiation of the intelligent container (IC.1) is capable of interacting with the service implementations through 
the MQTT component (MC.1), with each intelligent product instantiation (IP.1) interacting through the intelligent 
container (IC.1) or through the RFID interrogator (RF1) and then MC.1, the latter form of interaction being similar to 
that of the traditional RFID portal based architectures 

4.3 Graphical User Interface 
To monitor and capture data from the smaRTI hardware during use, accompanying Graphical User Interfaces (GUIs) 
have been developed. The GUIs reside within the Node-Red environment and display real-time data being experienced 
by the intelligent container. Figure 7 represents an interface for the representation of inertial measurement 
information that is displayed in 3 charts representing the accelerometer, gyroscope and magnetometer data. On the 
right-hand side, the current altitude, temperature and humidity data are presented below a list of currently available 
RFID tags detected within the intelligent container (i.e. representative of intelligent components such as crankshafts).  
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Figure 7 - smaRTI IMU Visualisation 

Due to the adaptability requirement of the CPS it is required that monitoring thresholds can be set for each intelligent 
device. Therefore, for unique intelligent containers or products, it is possible to define the data thresholds for what 
should be considered an “event”. An “event” refers to when something of importance occurs, i.e. an RTI has been 
dropped or an intelligent product has experienced out of specification values of temperatures or humidity. The smaRTI 
hardware has been equipped with sensors (e.g. accelerometers, gyroscope and magnetometers) for the identification 
of such events i.e.  drops, collisions and tilting. With this in mind, the per device thresholds have been determined to be 
the collision force (force of the impact in horizontal plane), drop force (i.e. force of impact in vertical plane), tilt angle 
(i.e. angular deviation of vertical plane), a temperature excursion (defined as high and low temperature limits, i.e. 5°C < 
t < 50°C) and the duration for which the temperature has been exceeded and humidity excursion (i.e. h > 80% RH).  
Figure 8, shows the user interface that has been developed to allow stakeholders to adjust the monitoring thresholds 
and the global notification settings, i.e. the email address that receives notifications.  

 

Figure 8 - Configuration of intelligent container monitoring thresholds for event classification 

5 RTI Intelligence 

A series of contextual information can be determined to identify the state of an RTI and its constituent items i.e. to 
determine when an RTI is full, empty, requires attention (e.g. damaged or dirty), has experienced poor RTI handling, 
poor environmental conditions and for the identification of loaded components. Such derived information can then be 
used to make decisions by the RTI. 

As specified in Section 3  the RTI needs: (i) to sense experiences, (ii) to identify and communicate with other intelligent 
products, (iii) to make decisions and (iv) to be capable of publishing notifications.  The publishing of notifications has 



been covered within the design (Section 3.1). This section will discuss the feasibility for determining the RTI 
experiences, identification of contained products and the potential decisions which could be made. For these studies an 
automotive manufacturer RTI has been utilised. The RTI is of a steel construction and holds up to 18 cylinder heads for 
a 4-cylinder diesel engine. These RTIs are part of a closed-loop supply chain with up to 1000 RTIs in circulation at any 
one time.  

5.1 RTI and Component Experience 
This section discusses how the use of inertial measurement devices embedded within an intelligent RTI could be 
leveraged to gain an understanding into the handling performance of an RTI. Specifically, by monitoring the 
accelerometer, gyroscope and magnetometer outputs it may possible to identify kinematic features that represent RTI 
activities such as raising and lowering an RTI from a forklift and identification of transport features, i.e. turning and 
detecting the occurrence of collisions. 

5.1.1 RTI Collisions 
An RTI can be exposed to harsh collisions when being moved with a forklift truck. To identify when a component and an 
RTI may require attention, due to a collision or drop, would provide benefits to stakeholders by highlighting an early 
indication that components might be damaged, or an RTI may require repair. To determine this information before the 
RTI is in the critical path of manufacturing processes, will help to ensure possible production line stoppages are 
avoided. Similarly, data representing the frequency and location of such incidents within a facility, could be used as a 
tool for process improvement, identifying incident hotspots which could be addressed. Figure 9 presents data (Y-axis, 
horizontal in line with travel direction) from two RTIs colliding.  During the collision the sensors were sampled at 50 Hz. 
The movement starts with a normal forward acceleration of the forklift, denoted 1. After a period of 9 seconds the RTI 
collides with another, which is filled with components and resting on the ground, denoted 2. The forklift is then slowly 
reversed away from the static RTI, with some slight scraping between RTIs, denoted 3. Finally, the RTI continues 
reversing away from the collision location and comes to a rest, denoted 4. 

 

Figure 9 - Acceleration perceived during an RTI collision 

The feature of interest is the collision between the two RTIs at position 2. During the collision, high levels of peak 
acceleration (3.74g to -2.19g) were observed. For the detection of collisions, it is therefore proposed that a 
thresholding process can be used to identify the occurrence of RTI collisions. For example, a lower threshold limit of +/- 
1g could be set to indicate less severe incidents where component damage is less probable, with a threshold of +/- 2g 
to represent critical incidents where component damage is probable. These threshold limits are shown on Figure 9 as 
an orange dashed bar (less severe incident) and a red dashed bar (critical incident). In this scenario the collisions would 
be considered critical in nature as the peak acceleration (3.74g) is greater than the 2g threshold limit. This research has 

1 2 3 4 



not yet investigated the relationship between the severity of an RTI collision and the resultant component or RTI 
damage, but rather the potential for an intelligent RTI to detect collisions utilising on-board sensors. 

5.1.2 RTI Lifting 
One feature of RTI handling that can be monitored is the lifting and lowering of an RTI. This feature could be useful for 
identifying when a forklift has collected an RTI and in the process of being moved, i.e. when lifted, the RTIs location is 
likely to change. Conversely, when an RTI is lowered it is likely to indicate that an RTIs location is likely to remain the 
same.  It is proposed that the altimeter can determine the current altitude of the RTI, for the purposes of identifying 
when an RTI is lifted, or the height at which it is located when left in storage areas. To assess the viability of this, an RTI 
was mounted to a forklift and had its height increased by 30cm every 10 seconds to the maximum working height of 
the forklift (4.3m). Figure 10 presents the output of the altimeter which was calibrated to 0m, when stationary on the 
ground. A 10s moving average filter was applied to the raw data to attenuate the noise present within the raw data. 
The data show that the general trend of the measured altitude (gradient of 10s average = 0.03261) and the actual 
movement (gradient = 0.02958) are similar, although there is evidence of an offset (0.00303, a 9.29% difference) 
possibly resulting from a need to calibrate the sensor on the day of operation.  Nevertheless, it is evident that there is a 
significant amount of noise in the raw data, i.e. the std. deviation at 0.6m and 0.9m was 0.48m and 0.47m respectively. 
This uncertainty means that small changes in forklift height, i.e. those producing enough ground clearance for the 
forklift to move (10 to 30 cm), may not be identified robustly from the altimeter alone. Note: The MPL3115A2 sensor 
has a pressure reading noise of 19 to 1.5 Pa RMS (1.58 m to 0.12 m) depending on the level of sensor oversampling (i.e. 
128x to 1x) and acquisition rate (100Hz to 1Hz) [72]. However, movements that stack an RTI on top of another can be 
identified as the change in height is significantly greater than the altimeter resolution (e.g. +1m, or the height of the RTI 
type). Rapid changes in altitude, i.e. ±1m within 10s, could be missed due to the level of sensor noise and the level of 
filtering required. However, for long-term altitude monitoring (i.e. determining location of individual RTI's within a 
stack) the filtered data are capable of identifying changes in absolute RTI heights. Due to changes in weather conditions 
the absolute pressure at sea level will vary [73] meaning the altimeter requires regular calibration to account for this. It 
is proposed that the sensor can be zeroed periodically (i.e. every 15 minutes) during periods of inactivity, making the 
recorded altitude relative to current RTI position rather than sea level. In this case an intelligent RTI could identify when 
it is raised (positive change in altitude), or lowered (negative change in altitude). Once an RTI has been lowered, or 
becomes inactive, the calibration process can repeat. This would allow an intelligent RTI to identify lifting and lowering 
processes during RTI operations. 

 

Figure 10 - Comparison of the measured, 10s moving average and actual altitude of an RTI being lifted 

Max. forklift height 
 



 

5.1.3 RTI Turning during transport 
There are many techniques employed to determine the location of an asset utilising wireless technologies, such as Time 
Difference On Arrival (TDOA) [74], Angle of Arrival (AoA)[75] and received signal strength indicators (RSSI)[76], with 
integration of the techniques utilised to improve the accuracy of location [77].  With the addition of inertial 
measurement devices, it is proposed that the additional gyroscopic and magnetometer sensors can be used to detect 
other logistical events, i.e. turns, which could indicate the location or deviation from planned routes of an RTI. 
Examples of  leveraging the use of  gyroscopic data in location and path determination can be found in [78] and [79]. 
Many manufacturing facilities have orthogonal layouts, where many turns are 90° rotations. Thus, an RTI is constrained 
to strict routes when being moved with a forklift, limiting the number of physical locations and routes. By identifying 
the occurrence and direction of turns as well as time periods between them, it could be possible to derive the route 
that the forklift is taking, further improved when fused with the other location algorithms previously mentioned. Figure 
11 presents the gyroscopic data (vertical z-axis) of an RTI being transported through three 90o turns. The route is a left 
turn, followed by a right turn and a final left turn. To identify the occurrences of these events the following data 
processing techniques have been used: (i) a simple moving average filter to smooth the raw gyroscope data (i.e. angular 
velocity), (ii) integration of the angular velocity to determine angular displacement, (iii) thresholding of angular 
displacement within a small time frame (i.e. time for a turn, approximately 1 to 3 seconds) to determine the occurrence 
of significant changes in angular displacement, identifying a turn, (iv) peak detection is then used to determine the 
maximum displacement, representing the amplitude of the turn. For the data presented in Figure 11 a time span of 3 
seconds and a 0.6 rad (34.4°) threshold value were used. These thresholds enable the 3 turns to be readily identified, 
the first a -1.46 rad (-83.7°) left hand turn, the second a +1.64 rad (94°) right hand turn and finally a +1.57 rad (90°) left 
hand turn, matching actual movements undertaken by the RTI and forklift. 

 

 

Figure 11 - Peak detection algorithm identifying angular displacement of detected turn events 

5.2 Identification of components 
The ability to determine whether an intelligent container is full or empty of components aids stakeholders and a cyber-
physical RTI monitoring system to determine the next expected processes based on a set of decision making criteria, i.e. 
does the RTI need moving to the assembly line, or to a holding area? Further to this, having the ability to identify 
components that have been placed onto the RTI, will aid quality and productivity processes via higher levels of 
traceability and allow CPSs make better informed decisions with a higher level of granularity (i.e. at the individual 
component level). The collection of unique component identities could also benefit other business situations such as 
with component recalls and quality audits, where individual components can be traced through the supply chain by 
their association with a uniquely identifiable intelligent RTI. To enable this level of intelligence, it is imperative that an 



RTI can communicate with its constituent parts, i.e. detect the presence of components and query its data storage. To 
achieve this, it is proposed to embed UHF RFID tags into or affix onto automotive components. Due to the read range 
performance of the Xerafy Nano X II RFID tag (i.e. 4.4m) and small footprint (31.7 x 12.8mm2) this UHF RFID component 
was evaluated for its performance capabilities when applied onto a cylinder head. Three RFID tag positions were 
identified and investigated as shown in Figure 12 (CH1 – CH3). The positions were selected based on the need: (i) to 
have an area flat enough to fit the selected RFID tag. There are many manufacturing and geometric features, such as 
dimples and structural supports that limit potential locations and (ii) not to interfere with potential mating features, i.e. 
bolt holes and inlet or exhaust headers. 

 

 

Figure 12 - Cylinder head RFID tagging locations 

Figure 13 presents the RFID performance of the Xerafy Nano X II when placed into position CH1 of the cylinder head 
and measured at 4 angles of rotation with respect to the RFID interrogator antenna (0° represents the antenna parallel 
with the RFID tag). At 0° of rotation the Nano X II achieves a read range of 3.8m (40% RSR, σ = 318), with the worst 
performing orientation at 90° of rotation, where the Nano X II only achieves a 1.8m read range (80% RSR, σ = 305).  

 

Figure 13 – UHF RFID read range of a Xerafy Nano X II on a cylinder head in position CH1 

With the identification of a robust RFID tagging location for a cylinder head and corresponding RFID tag, a design of 
experiments was carried out to determine if individual cylinder heads could be read when placed within an RTI utilising 
an embedded UHF circularly polarised antenna. Figure 14 outlines the orientation of cylinder head within the intelligent 
RTI, with the red block identifying the RFID tag location. The RTI has 3 layers of components with a plastic separator 
between each layer. 

 



 

Figure 14 - Uniquely identifying cylinder head in a full RTI with a Nano X II (+27dBm) 

The results show that at an output power of +27dBm (maximum for the ThingMagic Nano module), 72.2% of cylinder 
heads are capable of being uniquely identifiable by the intelligent RTI. It should be noted that only 2 of these locations 
achieved less than 50% read success rate (number of successful reads / attempts), positions C3 at 43.33% and C4 at 
36.66% both on layer 2. In conclusion, it shows that it is viable to utilise commercial on-metal RFID tags for the unique 
identification of cylinder heads when placed within an intelligent RTI. However, with the current RFID setup it was not 
possible to identify 100% of components placed within an RTI. Despite this, the use of RFID tags on components still 
provides the intelligent RTI with contextual information, such as that there are components present. Despite not 
achieving a 100% identification rate, the unique RFID tagging of cylinder heads provides the added benefit of being 
capable to integrate with machining processes, quality control tests and assembly lines providing an additional level of 
traceability and control. 

5.3 smaRTI Decision 
As previously discussed a smart container’s decision making ability can be split by its capacity to make decisions not 
only for itself but decisions for the component assembled on or inside it. 

The smaRTI has been designed to allow decisions such as when it requires repair based on monitored experiences, i.e. 
detection of collision and knowledge of the time elapsed between last inspections. A fleet of smarRTIs would allow 
much more in terms transport orchestration (i.e. logistics 4.0; flexible scheduling, optimisation of processes and 
visibility [80]) however these high level decisions and data analytics are not the focus of this paper.  Similarly the 
smaRTI would be able to determine if a held item requires inspection. Identification of an item allows a unique history 
of environmental conditions and other physical experiences to be compiled for further analytics, for example certain 
components if left outside in particular environmental conditions could be more likely to corrode and require 
inspection before use on an assembly line.   

6 Conclusion 

The research and development of a hardware and software platform to support the implementation of intelligent 
containers has been presented within this paper. Where previous research has been discussed within the freight 
industry and cold food supply chain, this research has implemented a proof of concept device for creating intelligent 
RTIs that have the ability to interact with intelligent components, its environment and an intelligent manufacturing 
system within the harsh automotive manufacturing domain. Through the identification of intelligent product definitions 
and requirements, a CPS reference architecture has been presented that identifies the need to be adaptable, scalable, 
extendable and secure. The instantiation of the CPS reference architecture has been presented in the form of an MQTT 
publish and subscribe service bus integrated within a series of Node-Red services for the rapid deployment of intelligent 
container services and user interfaces for investigation purposes. 



Through the implementation of the smaRTI hardware, investigations for the feasibility of intelligent container context 
services were carried out. It was shown that through the correct implementation of available UHF RFID tags for use on 
metal, that an engine cylinder head can be effectively read in the laboratory at up to 3.8m distance. This correlates with 
a 72.7% identification rate of cylinder heads when stacked (up to three levels) into an intelligent container. It has also 
been shown that through the use of embedded sensors (i.e. accelerometer, gyroscope, magnetometer, altimeter, 
temperature and humidity) that a number of logistical handling features can be identified, such as the occurrence of 
lifting and lowering operations for RTI storage, the occurrences of RTI collisions and identifying turns during movement 
to aid in location determination and route traceability. These contextual pieces of information provide a new level of 
traceability granularity within the manufacturing domain, which not only provides the unique traceability information 
of individual components, but provides a full detailed monitoring of its history. Included in the information is the 
potential for metrics that are representative of manufacturing system performance (i.e. time taken to assembly, RTI 
utilisation and dwell times) but also additional logistical handling performance (i.e. collision rates, temperature and 
humidity excursions and component locations). This capability will give firms the tools and empirical evidence to make 
process improvements, achieve better quality control, improve product quality and ultimately reduce the risks 
associated with component logistics, traceability and control. 

7 Future Work 

Several areas for future work have been identified within this research to promote further the need for intelligent 
containers and accompanying CPS services. With the integration of intelligent containers and intelligent components 
there is a significant increase in the granularity of traceability information, including environmental and physical 
experiences. This research has yet to consider what effects that this could have on a manufacturing firm with regards to 
production planning, quality control, process adherence and financial savings. It is also identified that there are many 
other types of RTIs within industry, such as in the cold food or consumer goods supply chains, that have different 
handling processes and concerns with RTI management that could be investigated with the smaRTI hardware and 
software platform. Whilst this research has presented a number of feasibility studies for the determination of RTI 
context, it has not considered what effect the identified events have on the components being transported. For 
example, in the event of a collisions, to what extent do collision forces impact upon the quality of the components, i.e. 
what level of force / temperature / humidity would damage a cylinder head when being transported. 
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